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Abstract
Man dies, but his online assets survive and, often, intestate. These digital assets by
themselves may not have too much significance, but the data they hold is invaluable
to the legal heirs, often mired in secrecy; man lives a secret life, and these online
digital assets are privy to the same. The enormous digital assets a user creates during
his or her lifetime result in a sizable amount of digital footprint posthumously. The
consequence of all these cybernated dossiers is as unpredictable as the death itself, for
there’s no uniform practice of preservation, removal, and inheritance of these digital
assets by the data handlers like social media platforms and other content hosting
websites. Adding to this is the lack of proper definition and legal consensus as to what
constitutes digital assets and how the deceased user’s digital estate should be handled
after his/her death. The objectives of this paper are to analyze the impact of death on
digital assets and the association between unbequeathed online accounts and issues
of identity theft and copyright violations of deceased user’s accounts. This paper has
adopted a doctrinal research method. The paper also broached the concerns about
how these data should be managed in the best interests of legal heirs of the departed.
The study shows that there’s a lack of awareness among the netizens as to how to
plan their digital estate while they are alive, and the personal laws of succession are
also not drafted or revised foreseeing this new genre of assets.
Keywords : Digital Death, Succession, Social Media, Digital Assets, Digital
Footprint

1. INTRODUCTION
The bourgeoning of cyberspace and digital media across the society in a short
time has been phenomenal. There are over 4.33 billion active internet users
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worldwide, which makes 56 per cent of the world population. Facebook leads
the pack with more than 2 billion active users in the beginning of 2020.1 As per
the reports of the Internet and Mobile Association of India, there are around
451 million active internet users in India, which makes India the second largest
country of internet users after China.2 The adulation of cyberspace means
that people are spending a substantial amount of their time interacting in the
virtual space. From a sociological point of view, this virtual space has nullified
the physical distance between people and their family and friends. Most of
us live deliberately oblivious to the inevitability of death, and cyberspace
will keep us alive for perpetuity in digital form once we die, preserving our
thoughts, memories and relationships’ traces online. Based on Facebook’s user
statistics in 2018, researchers have predicted that by the end of this century
the number of dead users in Facebook will outnumber the living.3 This will
turn the platform into a digital graveyard with the possibility of remodeling
the demised user’s profiles into memorial accounts, where friends and family
can visit in remembrance of the expired. Digital platforms have changed our
understanding about death in a biological setting; in the latter, we may have
a few physical possessions of the deceased and the moments etched in our
memory, whereas the digital media platforms enable us to animate the dead
through online conversations and, with the help of computation technology,
interact with others through the social media posts. Through these platforms,
the dead often maintain a presence in the life of the living, be it as a contact in
our phone or as a connection in our social media accounts or even as a search
result in Google.

1
2

3

‘Facebook Bigger than 3 of the World’s Biggest Countries’ <https://www.cbsnews.com/
news/facebook-users-2-billion-biggest-countries/> accessed 30 January 2020
‘India Has Second Highest Number of Internet Users after China: Report - The Economic
Times’ <https://economictimes.indiatimes.com/tech/internet/india-has-second-highestnumber-of-internet-users-after-china-report/articleshow/71311705.cms?from=mdr>
accessed 30 January 2020
‘Dead Could Outnumber Living on Facebook within 50 Years’ (Sky News) <https://news.
sky.com/story/dead-could-outnumber-living-on-facebook-within-50-years-11706879>
accessed 5 February 2020
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1.1 DEATH IN CYBERSPACE
From the early nineties, scholars from various specialisations have researched
how the dead have been remembered and commemorated in cyberspace. The
pre-web period practiced bulletin boards and print obituary notes and the
mourners used to gather around the casket and support the bereaved (Roberts,
P. and Vidal, L. A. 2000).4 When the practice of web commemoration of the
dead started it was more of a tool to communicate either to a likeminded
support group or to remember the deceased on their special days like birthdays
and anniversaries (de Vries, B. and Rutherford, J. 2004).5 Various digital
media platforms radically changed the way society perceives death with newer
options related to death, grieving, and remembering. With DeadSocial,TM users
can create messages to be published to social networks even after their death.
Facebook’s legacy contacts enables users to memorialise their page and nominate
a trusted contact to manage the accounts, and other platforms like ‘If I Die’
enables users to create a video or text message for posthumous publication in
Facebook. Similarly, Twitter platform _LIVESON accounts can be programmed
to mimic the tweeting habits of the user and shall keep tweeting even after the
user is gone (Moreman CM and Lewis AD 2014).6 The purpose of this ‘digital
remains’ is to preserve the life of the deceased for perpetuity in a frozen form.
These digital ghosts inhabit these digital graves as a mere replica of the mental
life of the deceased with no autonomy of its own. (E. Steinhart 2014).7 Digital
media also affects news sharing about death, as news can spread extremely
quickly online, so much so that in 2009 when Michael Jackson died, there
was an increase in the traffic to leading news sites, and CNN later published
4

5

6
7

Roberts P and Vidal LA, ‘Perpetual Care in Cyberspace: A Portrait of Memorials on the
Web’ (2000) 40 OMEGA - Journal of Death and Dying 521 <http://journals.sagepub.
com/doi/10.2190/3BPT-UYJR-192R-U969> accessed 7 February 2020
de Vries B and Rutherford J, ‘Memorializing Loved Ones on the World Wide Web’ (2004)
49 OMEGA - Journal of Death and Dying 5 <https://doi.org/10.2190/DR46-RU57UY6P-NEWM> accessed 7 February 2020
Moreman CM and Lewis AD, Digital Death: Mortality and Beyond in the Online Age:
Mortality and Beyond in the Online Age (ABC-CLIO 2014)
Steinhart E, Your Digital Afterlives: Computational Theories of Life after Death (Springer
2014)
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in its headline that “Jackson dies, almost takes the internet with him.” These
online memorials offer an opportunity to connect a bigger audience with
identical experiences.8 (Nathaniel A. Warne 2016). In the published outcome
of the International Conference of cultural informatics, it’s concluded by one
of the presenters that digital environment creates new social relationships and
practices that have the potential of substituting age old traditions associated
with death. Adding to this is the effervescent presence of the deceased in the
digital world which attributes a sense of immortality to him or her, affecting
the relationship of the living and the deceased (Graikousi 2019).9 This study
explores the fundamental questions that are posed by the scientific community
as to what extent the narration by digital mourners about the dead affects the
identity that the deceased have left behind in digital space, and what is the
impact of it on the privacy of the deceased, even though they may not be a
legal personality under strict interpretation. Does this digital presence for an
indefinite future pave the way for perpetual digital immortality that allows
the bereaved to get rid of the grief at some point of time?. (M Sideri 2020).10
1.2 DIGITAL ASSETS: DEFINITION AND CLASSIFICATION
The term digital assets, though popular in usage, is even now a misnomer,
as there’s no legally accepted definition. An asset to be classified as a digital
asset should exist in a binary format and should capacitate the holder or their
successor with a right to use. A comprehensive definition of digital assets would
be ‘any digitally stored content or an online account, owned by a legal person.11’
8
9

Warne NA, Emotions and Religious Dynamics (Routledge 2016)
Graikousi S and Sideri M, ‘Death in Digital Spaces: Social Practices and Narratives’ (2020)
1 International Conference on Cultural Informatics, Communication & Media Studies
<https://eproceedings.epublishing.ekt.gr/index.php/cicms/article/view/2728> accessed
22 February 2020
10 Graikousi S and Sideri M, ‘Death in Digital Spaces: Social Practices and Narratives’ (2020)
1 International Conference on Cultural Informatics, Communication & Media Studies
<https://eproceedings.epublishing.ekt.gr/index.php/cicms/article/view/2728> accessed
18 February 2020
11 Romano J, ‘A Working Definition of Digital Assets.’ (The Digital Beyond) <https://
www.thedigitalbeyond.com/2011/09/a-working-definition-of-digital-assets/> accessed
23 February 2020
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These digital assets can be tangible or intangible, depending on the medium
of storage. Digital assets include and can be categorised as under:
A. Personal Digital Assets include emails, documents stored in computers
and other portable digital devices, multimedia contents like photos and
videos stored in various digital devices, content stored in social media
profiles, contacts stored in email and or mobile phones, loyalty reward
points for various subscriptions and services availed by user, etc.
B. Financial Digital Assets include online banking data, user Ids and
passwords for net banking and other online transactions, online
insurance, mutual funds, shares and other investments, virtual properties
and goods of value traded in online gaming platforms, details of credit
and debit card transactions, e-wallets payments given for online gambling,
digital, virtual and crypto currencies like Bitcoin, Ether (ETH), etc.
C. Professional Digital Assets include domain names, official email
accounts, social media handles, blog and web content, visual content
and other content management system (CMS) used, customer database
of online businesses, auction sites, etc.
D. Technical Digital Assets include an inventory of passwords for various
digital services, computer networks, device backup logs: both local and
cloud based, web hosting services, software projects: both enterprise and
individual, etc.
The digital assets comprise of the data of the users, and not the device or
platform where it is stored. For instance, the email messages are stored in
the service provider’s hardware like drives, networks, etc., while the user
owns only the content they generated there. There’s also the issue of who
owns information once it’s uploaded or stored onto a website. The absence
of a uniform legal definition as to what accounts for digital assets brings us
to the moot point of whether the user owns the account or just the content
stored and accessed using that account. For example, the account the user
creates using an internet service like Facebook or Instagram may not be
128
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considered as an asset of the user, and he or she may have ownership only on
the content created or stored by means of that account. This dichotomy was
discerned in the early 2005 matter before an Oakland Probate Court, in the
case filed by John Ellsworth, father of Justin Ellsworth, a marine who was
assassinated in Fallujah. Yahoo denied the father’s request to access Justin’s
email as the executor of his son’s Yahoo mail account. Yahoo contended that
providing access to the account is violative of their terms and conditions,
as the account is non-transferable. The court partly accepted Yahoo’s plea
and ordered them to give only the content of the email account to the father
and not granted the access to the account. Yahoo complied with the court’s
mandate and handed over the contents in a CD and as print outs.12 The
dearth of legal enactments favours the terms and conditions of such online
platforms to precede the conditions as to who can access the account and
transferability of the account in the unfortunate event of the death of the
user. This is one major roadblock to the executors of the deceased, as clearly
the content in such platforms belongs to the deceased, but the executor will
be unable to access or operate such accounts if the access is denied by the
service providers.
2. INHERITANCE OF DIGITAL ASSETS
Inheritance can be defined as the process of transferring the ownership to
the legal heirs upon death of the actual owner. A person can inherit another’s
property in two ways, i.e., by a will or testamentary succession and intestate
succession (through personal laws of succession, if no will is created
during the lifetime of the owner). As per law, both movable and immovable
properties can be subject to inheritance. The laws of inheritance in India are
applicable based on types of succession and religion, which include: (a) The
Hindu Succession Act, 1956/ 2005, which applies on intestate succession
among Hindus which is also applicable to Sikhs, Jains and Buddhists. (b)
The Indian Succession Act, 1925, which applies on transfer of property
12 Olsen S, ‘Yahoo Releases E-Mail of Deceased Marine’ (CNET) <https://www.cnet.com/
news/yahoo-releases-e-mail-of-deceased-marine/> accessed 23 February 2020
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of Hindus by a ‘Will,’ i.e., a testamentary succession. This law allows any
individual to transfer his own property legally to any individual he wants by
getting a ‘Will’ drafted. The legal heirs can inherit both ancestral property and
self acquired property of the deceased based on the personal laws applicable.
While during the lifetime of a person, the whole intent is to secure the digital
estate, after life inheritance poses a real challenge. There are no explicit legal
provisions on digital inheritance in most countries including India. This makes
the matter more complex, especially when digital assets or estates have great
monetary value. The primary reasons for these lacunae are the absence of a clear
definition of laws to include digital estate, which may also include outstanding
debts and intellectual property. On the global scale, popular social media and
services platforms, like Google, Facebook and Twitter, do offer some help in
retrieving accounts of their dead users. But, the nominee may not have full
rights to operate the inherited account/s. For instance, Facebook allows the users
to choose a ‘legacy contact’ to manage their account after death.13 However,
the nominee can only add a pinned post (like announcing the death or funeral
arrangement) and change the profile and cover photo. The legacy contact cannot
log into the account, read messages or add or remove friends. Google also has
an ‘inactive account manager’ that allows a user to nominate or add a trusted
contact who can have access to the data in the account after a certain period of
inactivity. When an account stays inactive for a period of time, Google sends
an alert to the entrusted contact. If the user has instructed to share data with
the trusted contact, Google will inform the nominee about the data that can
be accessed by them. Instagram, too, has the option where friends and family
of a deceased user can report their death and request memorialization of the
account. Twitter, however, allows only the legal successor to deactivate the
user account and nothing else.14 In a watershed moment for the legal heirs of
13 ‘What Is a Legacy Contact and What Can They Do with My Facebook Account? | Facebook
Help Centre | Facebook’ <https://www.facebook.com/help/1568013990080948> accessed
23 February 2020
14 ‘How to Contact Twitter about a Deceased Family Member’s Account’ <https://help.
twitter.com/en/rules-and-policies/contact-twitter-about-a-deceased-family-membersaccount> accessed 23 February 2020
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a deceased Facebook account holder, a German Federal court in its judgement
allowed the mother to access the FB account of her 15 year old daughter, killed
in an accident in an underground train at Berlin. The court observed that “the
daughter’s contract with Facebook was part of her legacy and, hence, should be
passed on to the mother, giving her full access to the daughter’s account including
her posts and private messages.”15 Other convenient options for passing on digital
inheritance include using password vaults and digital inheritance services. The
password vault service-providers store multiple passwords which will be sent to
the nominated person after the death of the user. Periodic emails will be sent
to the user to check if the user is alive. Depending on the service-provider’s
terms and conditions, if there is no response to multiple mails, the passwords
are shared with the nominated person/s. There can be additional formalities
like production of an authentic death certificate and verifying the death claim
with two persons.
2.1.

LEGAL FRAMEWORKS: USA, UK AND INDIA

In the USA, laws for digital assets make it a criminal offence for a spouse or
family member to access email, social media or other online accounts of the
user. Various US states are adopting Uniform Fiduciary Access to Digital Assets
Act (RUFADAA), 2015, a property law that recognizes for the first time the
existence of digital property as a property right in the same manner as in other
rights in real and tangible personal property. S. 2(10) of the act defines “Digital
Asset” as an electronic record in which an individual has a right or interest
and excludes an underlying asset or liability unless such asset or liability is
an electronic record. This definition would include all electronic records of
the user, like email accounts, social media accounts like Facebook, LinkedIn,
Twitter, etc., blogs, cryptocurrencies, photos and videos posted to the internet,
websites, online purchasing accounts like Amazon, music subscriptions like
iTunes, Spotify, etc., movie services like Netflix, reward programs for airlines,

15 ‘Grieving Parents Can Inherit Their Late Daughter’s Facebook Account’ (South
China Morning Post, 12 July 2018) <https://www.scmp.com/news/world/europe/
article/2155027/grieving-parents-can-inherit-their-late-daughters-facebook-account>
accessed 23 February 2020
131

Vol. 15

National Law School Journal

2019-20

credit cards, etc.16 As of March 2018, the bill has been adopted by more than
39 US states. The Act applies to (a) an agent or attorney acting under a power
of attorney executed before or after the effective date of the Act; (b) a legal
representative, whether under a will or intestate, acting for the deceased (c)
a court-appointed guardian, and (d) a trustee acting under a trust created
before or after the effective date of the Act. However, the Act does not apply
to the digital assets of an employer, which are used by the employee during
the ordinary course of business. The act recognises two classes of people who
can handle the digital assets of the user: i.e., the custodian and the fiduciary.
While custodian is the person that carries or maintains or stores the user’s
digital assets, fiduciary is the original, successor or personal representative of
the user. The user gets to decide whether the custodian should disclose to the
fiduciary the existence and contents of his digital assets. In the absence of such
a direction from the user, the fiduciary can demand that the custodian provide
access to the user’s digital assets. In the case of a guardianship, the court will
decide the extent of such permissions.
There’s no proper legal definition of digital assets in the UK, but it includes,
in general parlance. email accounts, social media, photographs stored in online
platforms, etc. In 2015, Mr. James Norris, the founder of DeadSocial, formed
“The Digital Legacy Association” to create awareness about digital assets and
digital legacy. They have created a free manual titled “Digital asset and end of
life framework” to educate healthcare professionals and users who are in their late
life to prepare and plan for their digital possessions. They have also conducted
various surveys among the general UK public to ascertain the password
management mechanism of users and the succession plan they have chartered
for their digital assets. The study shows that though users spend considerable
time online, when it comes to password management and planning of digital
assets, a majority of them are either not aware or have planned for such an
eventuality. The study further reveals that 65 to 80% of the respondents have
not shared the passwords of their SNS (Social Networking Sites) or E-mail and
16

‘Journal Estate Planning for Digital Assets: Understanding the Revised Uniform Fiduciary
Access to Digital Assets Act and Its Implications for Planners and Clients’ <https://www.onefpa.
org/journal/Pages/APR18-Estate-Planning-for-Digital-Assets-Understanding-the-RevisedUniform-Fiduciary-Access-to-Digital-Assets-Act-and.aspx> accessed 23 February 2020
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net banking details with anyone else. This may pose an earnest challenge to
their immediate family and friends to manage their digital assets posthumously.
A whopping 92% of respondents have not documented what should transpire
with their social media accounts following their death. A majority of them has
not set up a Facebook legacy contact, either17.
This lack of awareness among the users and absence of legislative mandate in
the UK make matters complicated for the bereaved families of the deceased
users. Recently this issue came to the attention of the Central London County
Court in the matter of Rachel Thompson vs. Apple.18 In early 2019, Rachel
Thompson, a widow, had sued Apple to release the photos and videos stored in
her late husband’s Apple account. Apple refused and demanded a court order,
as the user had not made any provision for access to the content in the event
of his death. Under UK law, there’s no legal right to access information held in
a deceased person’s online account. The account contained photos and videos
of their young daughter along with her father, and Mrs. Thompson wanted
her daughter to inherit those. Mrs. Thompson obtained the court order and,
thereby, forced Apple to grant her access to the account.19 In the US, laws
for digital assets make it a criminal offence for a spouse or family member to
access email, social media or other online accounts of the deceased user. It is
prudent to orchestrate and apportion the details of your entire digital assets
to your heirs through a pellucidly defined Will, as they may remain locked
forever if such is not done.
In India, The Information Technology Act, 2000, is applicable to all digital
information, data and assets. However, its applicability is excluded to
testamentary, disposition and wills. The law pertaining to wills is governed by
17 Warwick-Ching L, ‘From Facebook and ITunes to Cryptocurrencies — What Happens
to Your Digital Assets When You Die?’ (22 November, 2019) <https://www.ft.com/
content/8ed79406-06f3-11ea-9afa-d9e2401fa7ca> accessed 24 February 2020
18 ‘Social Media – What Happens to Our Online Data after We Die? | Clarion’ <https://
www.clarionsolicitors.com/articles/social-media-what-happens-to-our-online-data-afterwe-die> accessed 26 November, 2020
19 ‘Make Sure Your Will Includes Digital Assets’ (Lifehacker Australia, 13 May 2019)
<https://www.lifehacker.com.au/2019/05/make-sure-your-will-includes-digital-assets/>
accessed 24 February, 2020.
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the Indian Succession Act. One of the shortcomings of this act is that it does
not have specific provisions pertaining to digital legacy and bequeathing of
digital assets to the next of kin of the deceased. Digital assets like email, social
media accounts and other digital data will come under movable property, and
legal heirs can claim access over it and can demand that the service providers
give access, after furnishing necessary proofs. However, the service provider may
refuse such access, citing violation of terms and conditions and can demand a
court order to that effect. Since India is known for its red tape menace, getting
a succession or legal heir certificate to approach the courts for obtaining such
an order will be a time consuming and costly affair. In cases of posthumous
legacy of Digital Assets, where there is no testamentary intention made by
the deceased, can a writ help? Indian constitution has envisaged the writ
jurisdiction of the High Court and Supreme Court as a saviour for those whose
fundamental rights have been contravened.20 It is interesting to dwell on the
fact of whether the same could be of any help in cases of posthumous intestate
digital assets legacy. While most writs are in the nature of a command of the
sovereign to uphold the fundamental rights as per the constitution, can a denial
by Social Media giants to provide access to posthumous digital asset legacy fall
within the purview of a writ? In the current context, one would need to play
the devil’s advocate and, in such cases, filing a writ just may not be good. On
the other hand, approaching the courts by treating it as a digital legacy can
stand in good stead. This paucity of uniform legal standing of digital assets
is clearly visible in the management of welfare schemes like Aadhar, which is
the largest digital depository of personal data of Indian citizens. Unlike other
government databases, like electoral rolls which removes the details of the
dead voter by linking their database with that of registrars of birth and death,
an Indian cannot opt out of Aadhar even when they are dead, and hence they
live virtually in the database of the Aadhar project even though they no longer
need any subsidy or proof of residence.21
20 Art. 32 & 226; Constitution of India
21 Delhi January 15 SGN, January 15 2019UPDATED: and Ist 2019 11:11, ‘You Can Set
Facebook Account to Delete in Case You Die, but Aadhaar Is Forever’ (India Today) <https://
www.indiatoday.in/technology/features/story/you-can-set-facebook-account-to-delete-incase-you-die-but-aadhaar-is-forever-1431057-2019-01-15> accessed 26 February, 2020.
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3. ISSUES OF IDENTITY THEFT AND COPYRIGHT VIOLATION
OF DECEASED USER ACCOUNTS
One of the greatest challenges of social media is the event of non-closure of
accounts, which exposes them to the risk of being surmounted illicitly by
rogue elements. Reports suggest that about 2.5 million dead user profiles are
subject to identity theft in the USA alone.22 These stolen identities were used
to obtain credit cards, mobile phone connections and fabrication of social
security numbers. Unlike in the popular drama “Game of Thrones,’ the dead
won’t come back and regain their identity, but their bereaved family or the
businesses they serve could bear the brunt of these identity thefts.23 Since a
whole lot of information is documented in social media platforms, this makes
it easily accessible for potential identity thieves. In most cases, the perpetrators
of this fraud are friends or close relatives of the deceased themselves.24 However,
even strangers can be the culprits by accessing the efflux of data that can be
collected from online accounts, internet obituaries, etc. There are also reports
of crooks filing tax returns with the identity of the dead and collecting refunds
from authorities.25 This type of fraud is highly lucrative to the fraudsters, as
it takes months or years to identify this category of fraud by the legal heirs
or financial institutions. In most jurisdictions, the law protects the legal heirs
against such frauds, and they are not legally bound to pay up for any loss
incurred by such fraud. But, nothing can alleviate the mental pain and trauma
they may have to go through. There is no dearth of case laws that emphasise
the frugal copyright protection given to digital assets of a deceased user. The
online content platforms like Apple ITunes, Amazon Kindle allow the users
22 White MC, ‘Grave Robbing: 2.5 Million Dead People Get Their Identities Stolen Every
Year’ [2012] Time<https://business.time.com/2012/04/24/grave-robbing-2-5-milliondead-people-get-their-identities-stolen-every-year/> accessed 25 February 2020
23 ‘Fraudsters’ Latest Target: Dead People’ (PYMNTS.com, 25 April 2019) <https://www.
pymnts.com/fraud-prevention/2019/deceased-digital-id-theft-trulioo/> accessed 25
February 2020
24 ‘Protecting Deceased Loved Ones From Identity Theft - Family’ <https://www.aarp.
org/money/scams-fraud/info-03-2013/protecting-the-dead-from-identity-theft.html>
accessed 26 November 2020
25 Ibid
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to purchase the digital content, but the user hardly has any control over the
music or books they have purchased. The user is only getting a license to use
it for their personal use, no matter how long you may be reading or listening
to the content. Without Apple or Kindle’s permission, the user cannot
bequeath these digital assets to his/her children. In 2014, State of Delaware
proposed a legislation that will grant access to the families of the deceased
or incapacitated user’s digital assets.26 The bill recognises not only email and
social media accounts, but other data like audio, video, sound recordings and
software licenses, etc., as digital assets. However, the trustees of the deceased
can manage it, subject to the terms and conditions prescribed in the End User
License Agreement (EULA) signed between the user and service provider. It
was reported in 2012 that Hollywood actor Bruce Willis wanted to bequeath
his extensive iTunes music collections to his daughters, but the click wrap
agreement be signed before downloading the content grants him only a license
to listen to the music, and not ownership to transfer.27 Willis can probably
leave music loaded MacBook and Ipod/Ipad to his children, but the kids may
not be able to transfer songs to other devices. There are other challenges of
granting ownerships to the users of these digital contents, as it may affect the
actual artists by losing out on their income, since Apple is only a middle man
or a facilitator between artists and the consumers. In early 2019, a Manhattan
court In re Scandalios28 ordered Apple to give access to a deceased user, late
Mr. Ric Swezey’s husband Nicholas Scandalios access to extensive photographs
of their life together on Apple iTunes and iCloud accounts. When Mr. Ric
Swezey passed away, he had failed to consider his digital presence when making
his Will. The Court found that the “disclosure of electronic communications,
unlike disclosure of other digital assets, requires proof of a user’s consent or a
26 Bogle A, ‘Who Owns Your Kindle EBooks After Death?’ (Slate Magazine, 22 August
2014) <https://slate.com/technology/2014/08/digital-assets-and-death-who-owns-musicvideo-e-books-after-you-die.html> accessed 25 February 2020
27 CNN BBG, ‘Can Bruce Willis Leave His ITunes Music to His Kids?’ (CNN) <https://
www.cnn.com/2012/09/03/tech/web/bruce-willis-itunes/index.html> accessed 25
February 2020
28 [2019]-2976/A (N.Y.).
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court order” but clarified that the “deceased’s photographs stored in his Apple
account are not ‘electronic communications.’”29
India is not a signatory to WIPO Copyright Treaty, or to the WIPO
Performances and Phonograms Treaty. However, as a part of its 2012
amendment of copyright laws, it implemented digital rights management
protection. Section 65A of Copyright Act, 1957, imposed criminal sanctions
on circumvention of “effective technological protection measures.” Section 65B
criminalized interference with digital rights management information. Any
distribution of copies whose rights management information was modified was
also criminalized by Section 65B. It is important to note that the WIPO Internet
Treaties themselves do not mandate criminal sanctions, merely requiring
“effective legal remedies.” Thus, India’s adoption of criminal sanctions ensures
compliance with the highest standards of the WIPO Internet treaties.30 Another
area of copyright issue is the ownership and transfer of cryptocurrencies, like
Bitcoin, which will remain available even after the death of the user. The content
can be accessed only through the private key of the user. If the deceased user
does not provide access to the key to the legal heirs, the Bitcoin asset will be
lost. The only methods of protection is to store the key at any safe place or in
pen drive and make it available to the legal representatives, or avail the service
of any reputed password manager service. Another potential asset will be the
online gaming accounts, YouTube videos, blogs, Vlogs etc that may have some
significant financial value.
4. EMERGING PRACTICES OF ASSET MAINTENANCE AND
POSTHUMOUS SCHEDULING
At their most fundamental, digital asset management (DAM) systems consist
of computer software and hardware used for storing digital assets. Digital Asset
29 ‘Recent Digital Assets Case Highlights Confusion over Online Ownership after Death |
STEP’ <https://www.step.org/news/recent-digital-assets-case-highlights-confusion-overonline-ownership-after-death> accessed 25 February 2020.
30 ‘Digital Rights Management & Its Interaction With Net Neutrality - Intellectual Property
- India’ <https://www.mondaq.com/india/copyright/597256/digital-rights-managementits-interaction-with-net-neutrality> accessed 27 November 2020.
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Maintenance (DAM) begins with the assessment of the available digital assets.
The researcher had identified the following inclinations in general: Digital
Asset Maintenance or Management practiced in developing countries like
USA and UK.31
A. KNOW WHAT YOU HAVE
The first logical step is to know what digital assets one has, and what they
are used for. Conducting an audit of one’s existing digital content can help in
setting up the Digital Asset Management or Maintenance goals and gives one an
insight into which type of software they need. It is different if you work mostly
with static content, than if you work mostly with video and multimedia files.
Preparing a comprehensive inventory of one’s digital assets, with instructions on
access as well as the disposition of these items, is critical to ascertaining the assets
are congruously maintained after one’s death. In additament, one may have
to share their plans for their digital assets and the subsistence of an inventory
with family and the DAM advisors. Ideally, one can run a thorough “pre-death
audit” to understand where one may encounter problems or need supplemental
guidance to ascertain that their wishes are carried out as intended.32
B. CHOOSE THE RIGHT DIGITAL ASSET MANAGEMENT
TECHNOLOGY
When choosing the right DAM solution, one needs to take into consideration
the following aspects:
•

Integrates with existing systems — If the user already have a content
management tool that can integrate with the DAM system, they can look
for solutions that work with what they have, instead of changing the whole
infrastructure.

31 ‘The Importance of Digital Asset Succession Planning for Small Businesses by Jamie
Hopkins, Ilya A. Lipin, John Whitham:: SSRN’ <https://papers.ssrn.com/sol3/papers.
cfm?abstract_id=2532557> accessed 26 November 2020.
32 ‘Asset Management as a Digital Platform Industry: A Global Financial Network
Perspective - ScienceDirect’ <https://www.sciencedirect.com/science/article/pii/
S0016718519302520> accessed 27 November, 2020.
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•

Is secure — While no platform is 100% secure, most DAM solutions come
with security features to avoid security lapses. If the digital asset has any
monetary value, such as a PayPal account, an online business or a website
which engenders advertising revenue, then it’s best to discuss these with one’s
executor, or DAM advisor, to enable them to assess the value of the digital
asset and liaise with the third party owner of the data storage facility to
have the asset transferred to, or the value of the asset paid into, the estate.33

•

Easy to use — The platform needs to be easy to use, so it actually gets
used by your employees. A platform with a myriad of extra features can
sometimes be too complicated to use and is left unused. Choose the one
that has just the right features for your company or individual needs with
an easy interface.

C. L A Y E R S ECU R ITY BY CO NTROL L ING AC CESS AND
PERMISSIONS
Large companies or organizations with different levels of stakeholders can find
it challenging if all users have access to the digital assets repository. A DAM
strategy can help by setting different levels of permissions on a user-role basis.
That means, for instance, that only people involved in a given campaign can
have access to that campaign’s assets. Additionally, one can restrict access to
proprietary assets, to avoid copyright issues. The more the protocols used to
manage the digital assets are integrated with sectors and stakeholders that deal
with other types of a digital asset, like copyrightable materials, cryptocurrencies,
etc., the more utilizable and valuable these assets are likely to become.34
D. AUTOMATE WORKFLOWS
Automating workflows can help control the flow of digital assets in an effective
manner. A good DAM strategy can help automate some tasks such as sharing
33 ‘When You Pass on, Don’t Leave the Passwords behind: Planning for Digital Assets 26
Probate and Property 2012’ <https://heinonline.org/HOL/LandingPage?handle=hein.
journals/probpro26&div=11&id=&page=> accessed 27 November, 2020.
34 Pasztor J, ‘The Increasing Importance of Digital Assets in Estate Planning’ (2020) 74
Journal of Financial Service Professionals 18 <http://search.ebscohost.com/login.aspx?d
irect=true&db=bsh&AN=145310259&site=ehost-live> accessed 27 November, 2020.
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content automatically within the relevant users or distributing new versions
to agencies. In countries like USA, UK, etc., there has been a steady stream
of online digital legacy services. They offer various services on managing
digital assets to suit the individual needs of their clients. These legacy account
managing services offer an individual an opportunity to digitally store their life
story, leave messages to loved ones and record their last will in one safe place.
Listing below, a few notable ones:


www.afternote.com



Aftervault.com



www.bcelebrated.com



www.boxego.com

In addition to the conventional memorialization of social media pages and
creation and management of legacy accounts, the service providers like
AfterVault give an individual secure, online, encrypted information vaults
with established categories for their documents, such as life insurance, other
consequential documents and photos, pet wishes, the dispensation of social
media accounts, etc.35
5. CONCLUSION AND SUGGESTIONS
With the rapid growth of technology in the last few years, the amount of digital
data the average person holds in cyberspace has increased tremendously.Hence,
it becomes all the more important not only to maintain this content, but also
to plan for its intestate and testamentary disposition. The users need to work
with the digital platforms they operate and understand what they can and
cannot do based on the terms and conditions agreed upon. While some digital
35 Gulotta R and others, ‘Engaging with Death Online: An Analysis of Systems That Support
Legacy-Making, Bereavement, and Remembrance,’ Proceedings of the 2016 ACM
Conference on Designing Interactive Systems (Association for Computing Machinery
2016) <https://doi.org/10.1145/2901790.2901802> accessed 26 November, 2020.
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assets may have sentimental value, others may be more of a financial value. It’s
a practical approach to prepare a will that covers digital assets. But, that won’t
automatically transfer the assets to the legal heirs if the terms and conditions of
the platform do not allow transfer of ownership. The succession laws have not
kept pace with the rapid advancement of technology, too. Not planning one’s
digital legacy can trigger a lot of unwanted stress for the bereaved families once
the user is gone. Moving towards Digital Asset Management Strategy, which
takes a holistic view of the entire inventory of digital assets, is the need of the
hour. It is imperative that effective legislative efforts from statutory authorities
across countries, coupled with the framework of a worldwide convention, can
go a long way in aiding posthumous dispositions.
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